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API_links_links
L]
® href

® optionsHTTPGETPOSTcommentsDELETE

" links": {
"menu™: {
"href™: “"/api/menus/mobile-menu”,

"options": [
"GET"

Is
"selfT: {
"href": "fapi/stories/fcf269b@-0eld-4d15-919-712b4143fb7R",
"options": [
"GET"

s
"comments": {
"href": “"/api/stories/fcf269b@-0e14-4d15-919%-712b4143 078/ comments"”,
"options": [
"GET™,
"POST"

Ts
"share™: {
"href": “/api/stories/fcf269b@-0eld-4d15-9190-712b4143fb78/ content-shares”,
"options": [
"POsT"

API_embedded

_embedded™: {
“thumbnail®: {
"igPlaceholder": false,

" links": {

Japi/images/10117072thumbSize=THUME_240_l140&imageloadType=IMAGE_THUMBNAIL",
options™: [
'GET

[
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1. HTTPPOSTPOST

htp:/ilocalhost:8080/apif/refresh-tokens

Params

Authorization

Headers (12) Body ®

Pre-request Script ®
Headers © ¢
KEY
Authorization
ContentType

Bd Accept
B4 Aceep

Tests  Settings
VALUE
YELLOWFIN ts='

002381624032, nonce=3370ddcé-27d0-4159-0£24
application/json

application/vnd.yellowfin.api-v

URLURLhttp://yellowfin.myapp.com/api/...IPhttp://127.0.0.1/api/...)http://yellowfin.myapp.com:8080/api/...

POST v | hepissiocainosta0s0rapiiretreshakens |

Parsms  Authorization  Headers (12) Body ®  Pre-request Script @

Headers @ 9 hidde
KEY
Authorization
Content-Type

B oot
= P

Tests  Sermings

00238168493, nonce=3370ddc4-37d9-41b9-&

-ada181fdcdbf

spplication/j

on

spplicatio

fund.yellowfin.api-vl 4son;

3. API

POST v hrp:/flocalhost:8080/apilrefresh-tokens

Params Authorization Headers

Body ®  Prerequest Script @
Headers @ 9 hidder
KEY

Authorization

Settings

Content-Type

Accept

600238168493, nonce=3370ddc4-37d9-41b9-9f24-ada181fdcdbf
application/jsen

application/vnd.yellowfin.api-+v+Hson;

4. JSONJSON
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POST v httpe//localhost:8080/api/refresh-tokens
Params Authorization Headers (12) Eody @ Pre-request Script @ Tests Settings

none form-data x-www-form-urlencoded - binary GraphQL

"userMame”: "admin@yellowfin.com.au",

[FYRR

"password™: "test",
4 "clientOrgRef": "test” Leave blank if you're logging-in to the default org

_embedded

1 FDauvinarXy ~vEFSghin

rkF23FVLNaXQBIXSECEOhaINRCCZpz6HSFqUs! 110
B 298/ VEL2E2VVALELIFY

Refresh Token

refresn-tokens/109015",

15 %
17 "_embeddea: {
12 “accessToken": {

19 "securityToken” 25 TARPT oM DAGHTUS Tl hACTENTYHDTyNZE 2l

5 JKV101LCINBGE 104 TTUzUXNE D G115nQ104 IXT i M2 ZSTET11G0URNSUAELC T 1eHASOFE2IDR,
AQUFVYFZNDDy kI TFq1GEYS YUANEP - 12038XXGBRIQ_Y_Rn2ZKK63mADKITo-Kg" »
Access Token

APIREST API (SSO) RESTREST () APISSOREST (SSOnoPassword SSO)

Web SSOPOST (REST SSO) Web

Web SSO

Web JavaScript APIREST APIWeb SSO (REST API) 3

/login-tokensWeb SSO
REST | JS APIWeb

Irpc/login-tokens

APIWeb SSO2API YellowfinRPC POST / longin-tokens/create-sso-token

® HTTPPOSTURL/login-tokens/create-sso-token

L]
POST v | hepiflocalhost:8080/apilrpc/login-tokens/create-sso-token
Params  Authorization  Headers (12) Body ®  PrerequestScript @  Tests  Semings

Headers @

KEY VALUE
Accept application/vnd.yellowfin.api-v1+json;
Content-Type applicationfjson

5-919b-512e4143fb71

Authorization YELLOWFIN ts=1600237189247, nonce=adf269b0-0e34-4




* JSON

POST * | hup:/flocalhost8080/api/rpcflogin-tokensfcreate-sso-token
Params Authorization Headers (12) Body @ Pre-request Script @ Tests Settings
none form-data x-www-form-urlencoded ® raw binary GraphQL JSON
1 {
2 "signOnlszer™: {
3 "userMame™: "tom.sawyer@yellowfin.com.au”, Credentials of the user being IDgged-in
4 "password”: "tom'sPasswlrd",
5 "clientOrgRef": " Set it to blank to login to the default org
6 s
7
8 "noPassword”: false, true if no-password S50 is enabled
9 "adminUser”: {
18 "userMame™: "adming@yellowfin.com.au", Admin user's credentials
11 "password™: "test"”
12 1
13
* API
Body Coockies (1) Headers (4) Test Results
Pretty Raw Preview Visualize JSON - 5
1
2 "securityToken™: "2cer'\lcaqt:QdSldS53k37-‘a$31‘932911’1:15:1:1"J
3 " _links": {
4 "selfTr {
5 "href™: "/api/rpc/login-tokens/terminate-sso-token/ee@bclSd-dca7-4b28-85e2-d@982d888Fd5",
[ "options": [
7 "POST"
8 1
9 ¥
18 ¥
11

® Yellowfin Web UlJavaScript API

® HTTPPOST
* URL
L]
© token
POST v  hupiflocalhost:8080/apifaccess-tokens
Params Authorization Headers (11) Body Pre-request Script @ Tests Settings
Headers @ B8 hidden
KEY VALUE

<]

Authorization

Content-Type

Accept

ag

YELLOWFIN ts=1600238721870, nonce=3601cfca-8be5-4c48-bfda-187a0328ca32,
token=iCdu/Np]LWFwAfQ158RLI/SmNIYBR28GGUZA9bENSZkjrwkf2jFVLmdXQ8mX5
8CgQhglM0cCZpz&H5mfgUsUDoEgMEEdIGY 1 WihvAwYixKFp2EBED DedIhZ8Hj+Mp+Qjf
MNAYr5+ugaskKFzWucHEUCYNeTjtO5iy25/gv 1 fbauVmdrXy+vBF6gWm++RYMMi8cHHg
*xWESsuDMCAQJkHbQSWziICN5AQz+tquxwjBMmBXBdESsZdaGBEWISFybry/dsT/geB
MzOA/XEETacB)bTW++1XSkGDyE1 aB2VWFLEIIWFyOnHftN/ovr1 ot874AnMASRfpnFIL
z03BE7ghPHJXA== Refresh Token

AP
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(SLO: Single Log-off) /refresh-tokens ID
() ID/login-tokens DELETE Web SSOSLO

POST/refresh-tokens REST APIPOST/refresh-tokens _links

Body Cookies (1) Headers (4) Test Results

Pretty Raw Preview Visualize JSON 5

1 A

2 "selct. rityToken": "iCdu/NplLWFwAFQ158RL19mMN1YBR2BGEUZAGBENSZk I rukf2iFVLmdXQ8mX58CgQhglMBcCZpzEHSmqUsUBcE gMEEDTG|
+RYMMi8 cHHgxWESsuDMCAR I kHbQSWz ICNSAQz +tquxw]BMmBXE cJESs ZdaGEEWASFyEry /ds T/ geBMz9A/ XEETacBlbTH++1XSkGDyElas2

3 " links": { Refresh Token

4 "menu”: {

5 "href": "/fapi/menus/mobile-menu”,

[ "options": [

7 "GEET™

8 ]

9 1,

12 "self": {

11 "href": "japijrefresh-tokens/18@815",

12 "options": [

13 "DELETE"

14 ]

15 T

16 T

selfDELETEDELETE/refresh-tokensREST API

token
DELETE v  hupi/ilocalhost8080/apifrefresh-tokens/100015 Refresh Token ID
Params Authorization Headers (10) Body Pre-request Script @ Settings
Headers @ 7 hidden
KEY VALUE

Authorization
Content-Type

Accept

Body Coockies (1) Headers (4) Test Results

Pretty Raw Preview Visualize JSON 5
1
2 " links": {
3 "login": {
4 "href": "/apifrefresh-tokens”,
5 "options": [
[ "POST"
7 1
8 ¥
9 }
12 [

YELLOWFIN ts=1600239485022, nonce=1625c69b-6d52-4cd3-9ebe-0262d99e2611,
token=ey|0eXAiQi KV 1QiLOhbGeiOi)lUzUxMi)9.ey)jbGlIbnQiQilxliwicm@sZS16/HGQUR
NSU4ILC)leHAIO]E2MDAyNDAwMjMsInRpljoxMDAWMTUsImIhdCIEMTYwMDIzODgy
MywicGVyc29uljoiN5)9.N-

S32IECYLWxM2ulRyn)xBisOyk&Dh356L45trH7 SkLMZMrZjulMLsjELASx-
fCpFrwbDHACFdeZsqZwpPkEpQ  Access Token
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GET ¥  localhost:8080/apif/stories

Params Authorization Headers (10) Body Pre-request Script @ Tests Settings
Headers
KEY VALUE
Authorization YELLOWF
Accept applicationfvnd.yellowfin.api-v1+json
. Content-Type

application/json

Pody Cookies (1) Headers (8)  Test Results

Pretty Raw Preview Visualize JSON

1 q
2 "code": 483,
3 "reason”: "CLOCK_SKEW"
4 h
- API
GET ¥ localhost:8020/apifstories
Params  Authorization Headers (10) Body Pre-request Script @ Tests  Sewmings

Headers © 7
KEY

Authorization

WFIN ts=1600240721743, nonce=f26dbcbb-8de8-4882-Bad7-f1a789028e5609,
J0EXAICH KV QILChbGeiOiIUzUxM bGIbnQiOild SZSIGIGQUR
Accept NSU4ILC)leHAIOJE2ZMDAyNDAWM]MsInRpljoxMDAWMTUsImIhdCI6MTYwMDIzODgy
MywicGVy<20uljoiNSJ9.N-
Content-Type S32IECYLWxM2ulRyn xBisOyk6Dh9S6L45trH7 5kLMZMrZjulMLs]BLAGx-
fCpPrwbDHACFdeZsqZwpPkipQ| Expired Access Token

o

Body Cookies (1) Headers (6)  Test Results
Pretty  Raw  Preview  Visualize JSON v S
1
2 "code": 401,
3 "reason": "EXPTRED_TOKEN"
2
POST v http://localhost:8080/api/refresh-tokens
Params Authorization Headers (12) Body @ Pre-request Script @ Tests Settings
none form-data x-www-form-urlencoded ® raw binary GraphQL JSON
1 g
2 "useriName”: "wrongadmin@yellowfin.com.au",
3 "password”: "wrongpassword",
4 "clientOrgRef": "test"
5

Body Cookies (1) Headers (3)  TestResults

Pretty Raw Preview Visualize JSON - 5

"code": 421,
“reason”: "INVALID CREDENTIALS",
"description™: "COULD_MOT_AUTHENTICATE_USER"

[ I S T




® - Accept API

GET v | localhost:8080/apifstories
Params  Authorization  Headers (10) Body  PrerequestScript®  Tests  Settings

Headers © 7

KEY VALUE
Autharization YELLOWFIN 5160024112384, nence=d40147cc b06d-4b28-0363-680c30707aet
Accept application/vnd.yellowfin.ap)
ContentType application/json

Body Cookies (1) Headers (5) TestResults

Pretty Rawe Preview Visualize JSON ~ =

“code": 428,
“reason”: "UNKNOWN_VERSION™

Bowor e

® - GET /stories/uuidAP1401 Unauthorized error

GET v | localhost8080/api/stories/fcf269b0-0c14-4d15-919b-71 264143670
Params  Authorization  Hesders (10)  Body  PrevequestScripr®  Tests  Sewings
Headers © 7hidde
KeY VALUE DESCRIPTION
Authorization YELLOWFIN 15-1600242505268, nonce=2e3a0f5d-01ed-4c3f-9631-5058a6 1 0ab,
Accept application/vnd.yellowfin.api-v1+json
Content-Type application/json
Body Cookies (1) Headers (4) TestResuks
Precry Raw Preview  Visualize Text v =
|

® CORS - CORSREST APIWebREST
® SSO - Org ReferencenoPasswordYellowfin

INSERT INTO Configuration values (1, 'SYSTEM', 'SIMPLE_AUTHENTICATION', 'TRUE');

POST » | hrtpiflocalhosuB080/api/rpoflogin-tokensicred
Params Authorization Headers (12) Body @ Preq
none form-data x-www-form-urlencoded ® rav

"signOnUser®: {

[N

"userName”: "tom.sawyer@yvellowfin.com.au",
4 "password™: "tom'sPasswlrd"”,

5 "clientOrgRef": ""

6 s

"noPassword": true,

9 "adminUser": {
1@ "userName”: "admin@yvellowfin.com.au",
11 "password”: "test"
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