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YellowfinHTTPS

<l-- Forward traffic to secure port -->
<security-constraint>
<web-r esour ce-col | ecti on>
<web- r esour ce- nane>Aut omati ¢ TLS For war di ng</ web- r esour ce- nane>
<url-pattern>/*</url-pattern>
</ web-resource-col | ecti on>
<user - dat a- constrai nt>
<t ransport - guar ant ee>CONFI DENTI AL</ t r ansport - guar ant ee>
</ user - dat a- constrai nt >
</security-constraint>

Cookie

JSESSION Cookieweb.xmICookieHTTPS

<l-- Secure cookie attribute -->
<sessi on-confi g>
<cooki e-confi g>
<secur e>true</ secur e>
</ cooki e-confi g>
</ sessi on-config>

OWASP

YellowfinOWASPContent-Security-Policy<param-value>Yellowfin


https://support.yellowfin.co.jp/hc/ja/articles/115012569308-HTTPS%E7%B5%8C%E7%94%B1%E3%81%A7Yellowfin%E3%81%AB%E3%82%A2%E3%82%AF%E3%82%BB%E3%82%B9%E3%81%99%E3%82%8B%E6%96%B9%E6%B3%95
https://owasp.org/www-project-secure-headers/

<l-- OWASP Secure Headers -->
<filter>
<filter-name>0OMSPSecur eHeaders</filter-nanme>
<filter-class>com hof.servl et. OMSPSecur eHeaders</filter-class>
<i ni t-paranp
<param nanme>Strict-Transport-Security</param name>
<par am val ue>nax- age=315360000</ par am val ue>
</init-paran>
<i nit-paran>
<par am nane>X- Fr ane- Opt i ons</ par am nane>
<par am val ue>saneori gi n</ par am val ue>
</init-paranm>
<i ni t-paranp
<par am nane>X- Cont ent - Type- Opt i ons</ par am nane>
<par am val ue>nosni f f </ param val ue>
</init-paran>
<i nit-paran>
<par am nane>X- Per ni t t ed- Cr oss- Domai n- Pol i ci es</ par am nanme>
<par am val ue>none</ par am val ue>
</init-paranm>
<i ni t-paranp
<par am nanme>Cont ent - Securi ty- Pol i cy</ par am nanme>
<paramval ue>default-src 'self' 'unsafe-inline' 'unsafe-eval'; font-src data: http:;
htt p: </ par am val ue>
</init-paranm
</filter>
<filter-mappi ng>
<filter-name>ONSPSecur eHeader s</filter-nane>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

CSRF

YellowfinCSRFnonce

<I-- Yellowfin CSRF Filter -->
<filter>
<filter-name>CSRFFilter</filter-name>
<filter-class>com hof.servlet. CSRFFilter</filter-class>
<i ni t-paranmp
<par am nanme>Al | owedEnt r y</ par am nanme>
<param val ue>/info.jsp,info_/threads.]sp</paramval ue>
</init-paranm
</filter>
<filter-nmappi ng>
<filter-name>CSRFFilter</filter-name>
<url-pattern>*.i4</url-pattern>
</filter-mappi ng>
<filter-mappi ng>
<filter-name>CSRFFilter</filter-name>
<url -pattern>*.jsp</url-pattern>
</filter-mappi ng>

AllowedEntryURLYellowfinnonceURL
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i my-src data:



<filter>
<filter-name>RefererFilter</filter-name>
<filter-class>com hof.servlet.RefererFilter</filter-class>
<i nit-paran
<par am nane>host i ngdonai nURL</ par am nane>
<param val ue>https://54.151. 18. 219</ par am val ue>
</init-paran>
<i ni t-paranp
<par am nanme>i gnor e</ par am nane>
<par am val ue>/ RunDashboard. i 4,/ RunReport.i4,/*.js</paramval ue>
</init-paranm
</filter>
<filter-mappi ng>
<filter-name>RefererFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

API

Yellowfin 9.3REST APIREST APISOAP webAPIAPIAxisServlet

<l-- Web Services Servlet
<servl et>
<servl et - name>Axi sSer vl et </ servl et - name>
<servl et-cl ass>org. apache. axi s. transport. http. Axi sServl et </ servl et-cl ass>
</servlet>
-->

RESTJS API

<security-constraint>

<web-resource-col | ecti on>

<web-r esour ce- nane>UnusedAPI ' s</ web- r esour ce- nane>
<url -pattern>/api</url-pattern>
<url -pattern>/JsAPI </url -pattern>

</ web-resource-col | ecti on>

<aut h-constrai nt >
<r ol e- nane>denyaccess</ r ol e- nane>

</ aut h-constrai nt >

</ security-constraint>
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URL

https://<Yel |l owf i nHost URL>/ i nfo.jsp oS
https://<Yel |l owfi nHost URL>/i nf o_cache. j sp Yellowfin
https://<Yel |l owfi nHost URL>/i nfo_cluster.jsp Yellowfin

https://<Yel |l owfi nHost URL>/i nf o_| anguage. j sp

https://<Yel |l owfi nHost URL>/i nfo_t hreads.jsp JVM

https://<Yel |l owfi nHost URL>/ i nf o_t hreads_enhanced. jsp ' CPU



<security-constraint>

<web-resour ce-col | ecti on>

<web-r esour ce- nane>ser ver - i nf o</ web- r esour ce- nanme>
<url-pattern>/info.jsp</url-pattern>
<url-pattern>/info_browser.jsp</url-pattern>
<url -pattern>/info_cache.jsp</url-pattern>
<url-pattern>/info_threads.jsp</url-pattern>

</ web-resource-col | ecti on>

<aut h-constrai nt>
<r ol e- nanme>denyaccess</ r ol e- nane>

</ aut h-constraint>

</security-constraint>

Yellowfin RemoteAddrFilter|P

<filter>
<filter-name>l PFilter</filter-nane>
<filter-class>org. apache.catalina.filters. RenbteAddrFilter</filter-class>
<init-parane
<par am name>al | ow</ par am nane>
<par amval ue>127\.\d+\ .\ d+\ .\ d+</ param val ue>
</init-paranme
</filter>
<filter-mppi ng>
<filter-name>l PFilter</filter-nane>
<url-pattern>/info.jsp</url-pattern>
<url-pattern>/info_browser.jsp</url-pattern>
<url-pattern>/info_cache.jsp</url-pattern>
<url-pattern>/info_threads.jsp</url-pattern>
</filter-mappi ng>
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https://tomcat.apache.org/tomcat-9.0-doc/config/valve.html#Access_Control
https://wiki.yellowfin.co.jp/pages/viewpage.action?pageId=17956943
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